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Partner Center

Panda Fusion

Panda Systems Management Administration Guide:

https://www.pandasecurity.com/rfiles/enterprise/documentation/pcsm/docswebpage/SYSTEMS
MANAGEMENT-Guide-EN.pdf

Panda Endpoint Protection Plus Administration Guide

hitps://www.pandasecurity.com/rfiles/enterprise/solutions/endpoint2015/ENDPOINTPROTECTION-
AdvancedGuide-EN.pdf

Panda Email Protection

Administrator’'s Manual

https://www.pandasecurity.com/rfiles/enterprise/documentation/pcep/EMAILPROTECTION-
AdministratorManual-4.3.2-2-EN.pdf

Domain Administrator’'s Manual

https://www.pandasecurity.com/rfiles/enterprise/documentation/pcep/EMAILPROTECTION-
DomainAdministratorManual-4.3.2-2-EN.pdf

Quick Configuration Guide:

https://www.pandasecurity.com/rfiles/enterprise/documentation/pcep/EMAILPROTECTION-
TechDoc-ConfigGuide-EN.pdf

User's Manual:

https://www.pandasecurity.com/rfiles/enterprise/documentation/pcep/EMAILPROTECTION-
UserManual-4.3.2-2-EN.pdf

Product support articles:

https://www.pandasecurity.com/en/support/cloud-email-protection/

Technical information about modules and services compatible with

Partner Center

Advanced Reporting Tool

hitps://www.pandasecurity.com/rfiles/enterprise/solutions/adaptivedefense/ADVANCEDREPORTI
NGTOOL-AETHER-Guide-EN.pdf

Panda Data Control

http://www.pandasecurity.com/rfiles/enterprise/solutions/adaptivedefense/DATACONTROL-
AETHER-Guide-EN.pdf

Panda Patch Management

You can find more information in the Panda Patch Management settings chapter of the Panda
Adaptive Defense, Panda Adaptive Defense 360, Panda Endpoint Protection, and Panda Endpoint

Protection Plus online help files.
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Product support articles:
https://www.pandasecurity.com/uk/support/patch-management.him

Panda Full Encryption

You can find more information in the Panda Full Encryption settings chapter of the Panda Adaptive
Defense, Panda Adaptive Defense 360, and Panda Endpoint Protection Panda Endpoint

Protection Plus online help files.
Product support articles:

hitps://www.pandasecurity.com/uk/support/full-encryption.htm

Panda SIEMFeeder

Infrastructure Guide:

hitp://resources.pandasecurity.com/enterprise/solutions/adaptivedefense/SIEMFeeder- Manual-
EN.PDF

Event Description Guide:

hitps://www.pandasecurity.com/rfiles/enterprise/solutions/adaptivedefense/SIEMFeederAD-

EventDescriptionGuide-EN.pdf
Product support articles:

hitps://www.pandasecurity.com/en/support/siemfeeder.htm
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Chapter ]

Preface

The Administration Guide contains basic information and procedures to help you get the most out

of Panda Partner Center.

CHAPTER CONTENTS
AU ONC 11
Whatis Partner Center? . 11
L OIS 11
]
Audience

This guide is primarily aimed at partners (distributors) with a confractual relationship with Panda, in

order to aid remote provisioning and management of security solutions for their clients.

What is Partner Center?

Partner Centeris a cloud-based solution that offers partners simple and centralized management of
the lifecycle of clients, from assigning frial versions and renewing contracted services to remotely
configuring products. All this in a very simple way and from a single centralized Web console

available anytime, anywhere.

Icons

The following icons are used in this guide:
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@ Explanations and additional information, such as an alternative method for performing

a certain task.

& Suggestions and recommendations.

See other chapter orsection in the guide for more information.

O
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Partner Center basic
iInformartion

Partner Center is a service for partners and service providers who wish to manage their clients’

security products centrally and with maximum vendor autonomy. Partner Center provides a single,

Web-based console available anytime, anywhere, which partners can use to centralize operations,

simplify client lifecycle management, and streamline processes while saving fime.

CHAPTER CONTENTS

Partner Centerbenefits ...
Partner Centerfeatures ... ..
Supported products .. ..
Partner Center productuserprofile ......... ... .. ... ...

Typesof Partner Centerusers . ... .

Partner Center benefits

Partner Center is a service that Panda Security makes available fo its partners in order to help them

manage their clients and the security products purchased by them. The service provides the

following benefits:

e Simplifies monitoring of clients.
* Increases efficiency of operations.
e Aids the sale and adoption of Panda Security security products.

e [Improvesrecognition and satisfaction of clients.

Administration Guide
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Simplifies monitoring of clients
e Streamlines the partner’s relationship with clients by storing all information required for daily
client management (contactinformation, etc.) in asingle tool.

e Improves the organization and efficiency of partners with a system of roles and groups. Sets

different access permissions for the Web console user and levels of visibility of clients.

e Sends dalerts proactively whenever systems are unprotected, displaying key status
information in real fime about clients: products and assigned modules, licenses used or

about to expire, renewals pending, etc.

e Helps decision making and the implementation of new security strategies by providing lists

with information about client activity.

Increased operation efficiency
e Offers volume licensing discounts. Partners are assigned a pool of licenses they purchase in
advance at alower cost and which they later sell to clients according to their needs.

e Reduces the need to go to clients’ premises as it allows for remote installation and

maintenance, as well as providing automatic product updates.

e Reduces the time spent managing security of clients as it allows for central assignment of the

same settings to multiple clients.

e Reduces costs and minimizes the learning curve for technicians by providing a single tool for

managing the entire sales cycle and the security of clients.

Aids the sale and adoption of Panda Security security products
e Greater turnover of sales assets: enabling assignment of trial licenses of Panda Security
products during the same call as they are offered to the client.

* Greater operational simplicity: it is no longer necessary to request approval from the

software vendor when assigning Panda Security product licenses.

* Greater flexibility: it is possible to work with different license durations and cross-sell Panda

Security solutions.

e Greater profitability: it is possible to recover unused licenses from clients canceling their
service subscription and assign them to other clients, maintaining the value of purchased

assets.

Increases client satisfaction and loyalty

The benefits obtained from using Partner Center are felt by clients:

e Greater peace of mind for clients, who feel protected and properly managed at all times.

e More satisfied clients, which results in recommendations to new clients.
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e Make the partner’'s or company's technical department visible to the client by customizing

the management console and protection with their brand image.

Pariner Center features

License management

All licenses purchased by a partner are incorporated into a stock or pool of licenses, from which
they can be directly assigned to clients. There is a history available to view all license movements. In
addition to renewing and canceling licenses, it is also possible to change and group licenses, as
well as recovering those not used by clients in order to assign them to other clients. They can also

assign frial licenses to clients.

MSSP Command integration
Partner Center integrates with WatchGuard's MSSP Points system. Partners can manage, from their
MSSP Command console, the conversion of their MSSP Points to monthly licenses of Panda Security

products which they will be able to assign to their clients from the Partner Center console.

Product lifecycle management
Create and assign trial versions directly from the Web console. Automatically renew client and user

licenses to enhance options for cross-selling and upselling.

Security management
Install and deploy services remotely, saving travel costs and optimizing staff time. Configure the
security solution installed on clients’ computers individually or massively for all computers, reducing

management fime.

Client and client group creation and management
Register new clients and organize them into groups to configure and manage their security service

faster.

Centralized management from a single Web console
Partner Center is configured through a Web console. As a cloud service, it can be accessed from
anywhere, at anytime, from a supported Web browser. As such, there is no need for going out on-

site or for specific network configurations.

License assignment, renewal and recovery
Delete clients and their services, and proportionally recover the unused commercial licenses

assigned to clients, and assign them to other clients.

With the aid of email notifications, the Web console user will be able to know which clients have

licenses that expire in the coming days and deal with the situation.
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Centralized deployment of settings from the Web console
Design flexible, detailed security policies by creating all settings required to cover the diverse needs
of the clients you manage. Streamline deployment of security policies by centrally pushing setftings

to groups of clients with the same needs.

Centralized sending of scan and Panda Patch Management tasks
Create scan tasks and install operating system and third-party software updates on all computers in

the branch offices managed by the main office. Get a consolidated view of task results.

Access to each client’'s Web console
Access all the Web management consoles of the security products installed on each client’s

network to manage specific situations or provide special treatment to specific users.

Security monitoring
Monitor and check through a single integrated view the status of the protection installed on the
computers of clients . This allows you to:

* Monitor protected computers and the groups they belong fo.

e View purchased licenses, used licenses and the next expiration date of client’s licenses.

e Checkthe status of the protectionsinstalled on computers.

¢ View the percentage of computers where the antivirus engine or the signature file is out of
date, and the percentage of computers with errors, including errors that may have occurred

during the protection installation process.

e Visualizarla distribucién de los riesgos detectados en los equipos de cada cliente.

Detailed lists

See the security status of your clients’ networks and the detections made by the protection modules

includedin the service.

Customization of clients’ consoles (Co-branding)

Change the look and feel of clients’ products to reinforce brand image.

Supported products

Panda Adaptive Defense 360

hitps://www.pandasecurity.com/en/business/adaptive-defense/

Panda Adaptive Defense 360 is a solution based on multiple protection technologies that replaces
and fills the gaps of traditional antivirus solutions, protecting computers against all types of malware,
including APTs (Advanced Persistent Threats) and other advanced threats. To do that, Panda

Adaptive Defense 360 monitors and classifies all processes run on IT networks based on their
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behavior and nature. The service protects workstations and servers by allowing only those programs

classified as trusted to run. Additionally, the product provides the following features:

e User productivity control: The service can prevent access to Web resources unrelated to the

company'’s activity and filter corporate email to prevent spam-related performance loss.

e Application control, firewall, infrusion detection system, and anti-theft system for mobile

devices (smartphones and tablets).

e Monitoring, forensic analysis and remediation fools to determine the scope of detected

issues and resolve them.

e Cloud-based, cross-platform service compatible with Windows, macOS (on the Aether
platform), Linux, iOS and Android devices, as well as with persistent and non-persistent VDI

environmenfts (on the Aether platform).

Panda Adaptive Defense 360 covers the security needs of all types of devices with a single tool.
Additionally, it doesn’t require new [T infrastructures on the company’s premises for management

and maintenance, significantly reducing the solution’s TCO.

Panda Adaptive Defense

hitps://www.pandasecurity.com/en/business/adaptive-defense/

Panda Adaptive Defense is a solution based on multiple protection technologies that
complements traditional antivirus solutions, protecting computers against all types of malware,
including APTs (Advanced Persistent Threats) and other advanced threats. To do that, Panda
Adaptive Defense monitors and classifies all processes run on IT networks based on their behavior
and nature. The service protects workstations and servers by allowing only those programs classified
as frusted to run. Additionally, it incorporates monitoring, forensic analysis and remediation tools to

help determine the scope of detected issues and resolve them.

Finally, Panda Adaptive Defense doesn’t require new IT infrastructures on the company’s premises

formanagement and maintenance, significantly reducing the solution’s TCO.

Panda Endpoint Protection Plus

https://www.pandasecurity.com/en/business/solutions/#ep

Panda Endpoint Protection Plus is a security solution that leverages multiple protection
technologies, allowing organizations to replace the on-premises or standalone antivirus solution

installed on their network with a complete, cloud-based managed security service.

It combines an extremely lightweight security software installed on network computers for
cenftralized, continuous protection, with a single Web management console accessible anytime,

anywhere and from any device. Additionally, it provides the following features:

e User productivity control: the service can prevent access to Web resources unrelated to the

company's activity and filters corporate email to prevent performance loss.
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e Simple, centralized management from a single Web console, without the need to install new

infrastructure to operate the service and thereby reducing the total cost of ownership (TCO).

e Compatible with Windows, macOS, Linux, iOS and Android devices, as well as with persistent
and non-persistent VDI environments. One single tool is enough to respond to the security

needs of all computers on the corporate network.

Panda Endpoint Protection

https://www.pandasecurity.com/en/business/solutions/#ep

Panda Endpoint Profection Plus is a security solution that leverages multiple protection
technologies, allowing organizations to replace the on-premises or standalone anfivirus solution

installed on their network with a complete, cloud-based managed security service.

It combines an extremely lightweight security software installed on network computers for
centralized, continuous protection, with a single Web management console accessible anytime,

anywhere and from any device. Additionally, it provides the following features:

e Simple, centralized management from a single Web console, without the need to install new

infrastructure to operate the service and thereby reducing the total cost of ownership (TCO).

e Compatible with Windows, macOS, Linux, iOS and Android devices, as well as with persistent
and non-persistent VDI environments. One single fool is enough to respond to the security

needs of all computers on the corporate network.

Panda Systems Management

https://www.pandasecurity.com/en/support/cloud-systems-management.htm

Panda Systems Management is a cloud-based solution for IT departments that need to provide

professional remote monitoring and management services while minimizing user disruption.

Panda Systems Management increases efficiency through task automation and centralized,
straightforward management of devices. The solufion provides the following benefits that help

reduce the overhead costs dedicated to serving each user:
e |t is hosted in the cloud. Hence, it requires no additional infrastructure in the company or
department providing the service, or on the managed network.
e |thasasmoothlearning curve for support technicians, providing value from the outset.

e |t is accessible anytime, anywhere, and from any device, which means fechnicians do not
have to be at their desktop to provide the service. Also, there is no need to visit clients’

premises thanks to the remote device control feature.

e |t enables task automation. Tasks can be set to be launched immediately as a response to

preconfigured alerts, preventing failures before they occur.

Panda Systems Management fosters collaboration among support technicians and minimizes the

time spent interacting with users to determine the root cause of problem:s.
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Panda Email Protection

hitps://www.pandasecurity.com/en/support/cloud-email-protection.htm

Panda Email Protection is a cloud-based solution designed to protect clients against malicious
email messages. It provides immediate protection and effective filtering tfechnologies against
spam, malware, and phishing attacks. The solution detects and stops unwanted email messages
before they arrive in the email client inbox, by leveraging multiple layers of protection with spam
detection rates of 99.9% and known malware detection rates of 99.99%. Panda Email Protection
gives full visibility into its filtering activity thanks to real-time monitoring. Furthermore, it ensures
business continuity by enabling secure access to email with 24x7 service availability The solution is
easy fo use, does not require additional infrastructure, and can be managed at any time from

anywhere through its web console.

Panda Fusion 360
hitps://www.pandasecurity.com/en/support/card?id=50120

Panda Fusion 360 is a holistic solufion that provides automated advanced security, centralized IT
management, and remote support for all workstations, laptops and servers on the corporate
network, including mobile devices and tablefs. As it is a cloud solution, it is deployed rapidly without

the need for maintenance or costly investments in IT infrastructure.

Panda Fusion 360 combines the best of two worlds: the advanced adaptive security provided by
Panda Adaptive Defense 360 against all types of cyber-threats, and the monitoring, management
and remote support capabilities delivered by Panda Systems Management. The key benefits of

Panda Fusion 360 are:

e Automated prevention, detection, containment and response against any present or future
advanced threat, zero-day malware, ransomware, phishing, memory exploit or malwareless

attack.

e Cost savings thanks to centralized control and automation of infrastructure management

tasks.

e The best support experience with proactive troubleshooting and remote, non-intrusive

access to devices, wherever they are.

Panda Fusion
hitps://www.pandasecurity.com/en/support/card?id=50120

Panda Fusion is a complete product able to protect, manage and deliver remote support to all your
IT devices, including smartphones and tablefs. As it is a cloud solution, it is deployed rapidly without

the need for maintenance or costly investments in serverinfrastructure.

Accessible online anytime, anywhere, through a simple Web browser, Panda Fusion provides:
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e Maximum protection against malware and other unknown threats.

e Cost savings thanks to centralized control and automation of infrastructure management

tasks.

e The best support experience with proactive troubleshooting and remote, non-intrusive

access to devices, wherever they are.

Advanced Reporting Tool module

https://www.pandasecurity.com/en/mediacenter/products/advanced-reporting-tool/

Panda Adaptive Defense allows all the information collected from the client's computers to be
automatically and seamlessly sent to Advanced Reporting Tool, a service designed to store and

leverage security knowledge.

All actions friggered by the processes run across the IT network are sent to Advanced Reporting
Tool, where they are analyzed and correlated in order to exfract security intelligence. This provides
administrators with additional information about threats and the way users use corporate
computers. This information is delivered in the most flexible and visual way to make it easier to

understand.

Advanced Reporting Tool module

https://www.pandasecurity.com/es/business/solutions/#datacontrol

This module is designed fo help organizations comply with the data protection regulatfions

governing the storage and processing of personally identifiable information (PII).

Panda Data Control discovers, audits and monitors the entire lifecycle of Pll files in real fime: from
data af rest fo data in use (the operations performed on personal data) and data in motion (data
exfiltration). With this information, Panda Data Control generates an inventory showing the

evolution of the number of files with personal data found on each computer on the network.

Advanced Reporting Tool module

https://www.pandasecurity.com/en/business/solutions/#patchmanagement

This service reduces the attack surface of the Windows workstations and servers in the organization
by updating the vulnerable software found on the network (operating systems and third-party

applications) with the patches released by the relevant vendors.

Additionally, it finds all programs on the network that have reached their EOL (End of Life). These
programs pose a threat as they are no longer supported by the vendor and are a primary target for
hackers looking to exploit known unpatched vulnerabilities. Administrators can easily locate all EOL
programs in the organization and design a strategy for the confrolled removal of this type of

software.

Also, in the event of compatibility conflicts or malfunction of the patched applications, Panda
Patch Management allows organizations to roll back/uninstall those patches that support this

feature, or exclude them from installation tasks, preventing them from being installed.
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Panda Full Encryption module
hitps://www.pandasecurity.com/en/support/card?id=700067

The ability to encrypt the information held in the internal storage devices of computers is key to
protecting the data they contain. This additional protection is critical in case of loss or theft of
devices or when systems are disposed of without properly deleting data. Panda Full Encryption
leverages BitLocker technology to encrypt hard disk contents at sector level, centrally managing

recovery keys in the event of loss or hardware configuration changes.

Panda Full Encryption lefs you use the Trusted Platform Module (TPM), if available, and provides

multiple authentication options, adding flexibility to computer data protection.

Advanced Reporting Tool module
This module centralizes, in the partner’s SIEM solution, all detections, processes, and programs run on

the partner’s clients’ devices.

To detect the appearance of malware, security service providers need a high level of visibility into
the activity that occurs on clients’ computers. This enables them to anticipate the problems caused
by the advanced threats that proliferate in corporate environments. Panda SIEMFeeder for Partners

provides the following features to help security service providers achieve that objective:

e Anficipates potential security problems by finding run programs that have not yet been
classified as goodware or malware, and getting information about how they reached

computers (infection vector).

e Receives IOA (Indicators of Attack) alerts and detects suspicious activity, such as Windows

registry modifications or driver installations.

* Monitors the execution of legitimate software often exploited by attackers to go unnoticed

on clients’ networks, such as scripting orremote access tools.

Panda SIEMFeeder for Partners simplifies operations for the partner's SOC and provides the

following benefits:

Comprehensive visibility of everything that is run on clients’ devices

This module helps monitor and manage security. It detects anomalies continuously in each client’s

execution environment.

Centralized configuration

Cenfralized management console (Partner Center) that enables partners to configure Panda

SIEMFeeder for Partners settings for clients easily and visually.

Easy to install, secure, and scalable

Configure the telemetry download service only once and add new clients without having to deploy
or install any additional components on their infrastructures. Safe downloads via secure TLS

(Transport Layer Security) connections from the Panda cloud.
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Reduced SIEM storage costs
It filters required events before they reach the security service provider's infrastructure, minimizing

storage costs.

Compatible with most SIEM solutions on the market

It downloads telemetry in the LEEF and CEF formats, compatible with the leading SIEM solutions on

the market such as QRadar, AlienVault, Splunk, Devo, etc., and natively with ArcSight.

Partner Center product user profile

Partner Center is aimed atf partners and service providers who wish to manage their clients’ security

simply and effectively, from a single console and with maximum vendor autonomy.

Types of Partner Center users

e Resellers: Partners who purchase Panda product licenses and sell them to their clients

without adding value.

* Managed Service Providers (MSP): Partners who sell Panda products o their clients and

manage their security proactively.

e ISP: Partners who integrate their back-office into Panda's back-office to register clients and
their licenses automatically. Both clients and their licenses will be visible in the Partner Center

Web console.

e Distributors: Partners who buy large numbers of licenses. They then sell those licenses among
their partners, who in turn sell them to end clients. Distributors keep a stock of licenses to

quickly respond to the everyday license needs of their partners.
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Management console

Partner Center uses Web technology to provide partners with a cloud-based, easy-to-use

centralized management console.
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Benefits of the Web console

The management console, also called ‘Web console’, or simply ‘console’ is the main fool used fo
assign and manage clients’ services. As it is a centralized Web service, it offers a series of features

thatimprove the user experience.

A single tool for complete product management
The Web console enables you to configure security policies for your clients, centrally assign
protection setftings to users’ computers, and customize clients’ services. It also enables you to

generate detailed lists about security status and configure their content.

All these features can be accessed from the Web console, eliminating the complexity of having to
use various management tools from different vendors. With Panda's Web console, products can be

managed centrally, remotely and with a single tool.
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Centralized management for all clients and roaming users
The Partner Center Web console is hosted in the cloud, so there is no need to perform additional

installations on users’ premises, nor configure VPNs or change corporate router settings.

Neither is it necessary to invest in hardware or database/operating system licenses, or take care of

maintenance/warranty management tasks to ensure the service stays operational 24/7.

Security management from anywhere at anytime
As this is a cloud service, the Web console user can manage clients’ products and security from

anywhere at any fime from a compatible Internet browser.

Web console requirements

To access the Web management console, the following requirements must be met:

e Have valid credentials (user name and password).
e Supported browser.

e Internet connection and communication through port 443.

Supported browsers
To access the Partner Center Web console, we recommend that you use the latest version of any of

the following supported browsers:

e Chrome
® [nfernet Explorer
e Microsoft Edge

® Firefox

Other browsers noft listed may also be supported, such as Safari, Opera, etc.

Accessing the Web console

How to access Partner Center:

* Partners belonging to the Panda Security security provider: directly from Panda Cloud

(https://www.pandacloudsecurity.com) by entering their partner credentials.

* Partners belonging to the WatchGuard security provider : from the link

https://watchguard.com by entering their partner credentials.

To log in to the Panda Cloud site, you need the email address you provided when contracting the
service, and the associated password. Next, you must accept the tferms and conditions of the

License Agreement (you will only be asked to do this the first fime that you access the web console)
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Account information and logout

dliys=th@gmail.com | Log out
Partner
Center

i J panda |

Preferences

STATUS CLIENTS

Figure 3.1: Logged-in user, logout option and access to Panda Cloud
At the top of the window you can see at all times the name of the account that is logged in to the

Web console, and the option to log out:

U @Tokes you back to the Panda Cloud page. Refer to chapter The Panda account on page

175 for more details.
® User name: This shows the Web console user who logged in to the service.

® Log out: Thislogs you out and takes you back to the Panda Cloud login page.

Web console general structure

The Partner Center Web console is an easy-to-use tool that allows users to centrally and remotely

manage the products assigned to their clients and the security of their devices.

Below is a description of the console's basic features and how to use them:

Infroduction

When accessing the Web console, the first thing you'll see is the main window, which corresponds to

the Status tab in the top menu.

The main window provides a summary of the general status of clients, as well as the number of

licenses available which have not yet been assigned. The main window is divided info two areas:

® Thelicensesarea (1)

® The Monitoring area (2)
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Partner
Center

# {J pandal

Partner Center

User 33781006cool | Log out

Users Preferences Language: English ~

STATUS CLIENTS (3 HELP~
Licenses 1
2 month
My avallable licenses 1year 3years (MSSP m My
Command
¢ Endpoint Protection 0 0 0 e
o Endpoint Protection Plus 900 0 0 (v
¢ Endpoint Protection for 05 X 0 0 0 e There are no licenses about Lo expire
Adaptive Defense 360 900 0 0 Ve
Email Protection 900 900 900 v
Show all
License assignment history
Monitoring 2
Add dient.. View error detaild
Groups Find client Q. Eilters~ H
Licenses Status Computers DetEctions
[ Clienta Group Next expiry Outdated Outdated With in the last
UpD) CmirEsd date protect.  knowledge errors Clscrverd Tdays
O 3 33781006 [F DEFAULT R <¥ES 100 12/30/2025 0% 0% 0% - 0
0 @ s1272006 EF DEFAULT R «¥E3 100 12/30/2025 0% 0% 0% - 0
O ) 51273006 £F DEFAULT R <33 100 12/30/2025 0% 0% 0% - 0
Figure 3.2: Main Web console window
miypaieb g over: | Log out
1 | UNp Partner
| \Jpanda |
enter . Users Preferences Language: English +
STATUS CLIENTS (3 HELP~

Figure 3.3: Top menu

This is the main menu of the Web console. It lefs you navigate the main sections of the product:

Status

View a summary of the client status as well as virtual licenses bought from Panda and which haven't

yet been assigned fo clienfts.

Click the Status tab to:

e Show information about the licenses purchased that are sfill not in use.

e Access the license assignment history.

e Monitorlicensesin the process of being assigned.

e Checkthe status of the protectionsinstalled on computers.

Clients

Lets you manage clients, as well as products, modules and licenses.
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Use the Clients tab to:

e Register new clients.

e QOrganize clientsinto groups.

e Assign, change andrenew licenses manually or automatically.
e Group license contracts.

e Create security settings profiles and push them to clients’ workstations.

Q Refer to chapter Client management on page 41 for more details.

Help

This menu provides:
e Accesstothe Partner Center Web help.

hitp://documents.managedprotection.pandasecurity.com/Help/v77000//Partners/en-
us/index.htm#t=049.htm

e Accesstothe Partner Center Administration Guide.

http://documents.managedprotection.pandasecurity.com/AdvancedGuide/PARTNERCENTER-
Manual-EN.pdf

e |nformation about new featuresin Partner Center.

http://documents.managedprotection.pandasecurity.com/ReleaseNotes/v77000/Partners/Relea

seNotes.html

e Accesstothelicense agreement

e |nformation about the Partner Center version available.

Other options menu

Preferences Language: English -

() HELP ~

Figure 3.4: Other options menu

Users
Create users and assign them access permissions to the Web console. For more information, refer to

chapter Access and authorization in Partner Center on page 31.
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Preferences

Configure general aspects of the Web console.

Default views

Defines the way clients and computers are displayed in the Web console.

Email noftifications

Sends areport, on the 1st of each month, with the number of clients’ licenses that have expired or
are due to expire shortly. Refer to section Email alerts about licenses about to expire on page 77 for

more information.

Access permission for Panda

Allows Panda's technical staff to access the user’'s Web console for froubleshooting purposes.

Language
Select the language of the Web console. Supported languages are:
e German
e English
e Spanish
e French
e [talian
e Porfuguese
e Swedish
e Polish
e Japanese
e Simplified Chinese

e Traditional Chinese
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Services

SPAIN Demo | Log out
Partner DEMO
Center

#H J panda|

Preferences Language: English ~

STATUS CLIENTS (3 HELP~

Services

Suggestion box
Help us improve Endpoint Protection by sending us your comments and suggestions.

G Help

Services @ Panda Security 2019

Figure 3.5: Partner Center services

Click the Services link at the bottom of the Web console and select:

e Suggestion box: Send suggestions to the Panda team responsible for designing and

developing Partner Center.

® Help: Access the Partner Center Web help.

Breadcrumb bar

Thisis a navigational element that shows the full path to the current window in the Web console.

Partner DEMO
Center

i J panda |

CLIENTS

|> Clients > Client groups > Edit group |

Client groups - Edit group

Group name: New group

Parent group: @ [None] (The group will be on the first level)

DEFAULT -

Figure 3.6: Breadcrumb bar

The breadcrumb bar shows the names of the windows the user has gone through to reach the

current location, separated by the symbol *>".

Hyperlinks are used to allow the user to jump directly to any previous window without the need to go

back to the starting point.

Other interface elements

The web console uses standard interface elements for configuring settings, such as:
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e Drop-down lists
e Combo boxes
e Buftons

e Textboxes

e Lists

Text boxes
On many occasions, the console checks the text you enter in text boxes to verify it has the right
format (presence of the "@" character in text boxes for entering email addresses, checking of

numeric data, etc.).

Lists
Partner Center uses tables to present data in lists. All tables have headers for sorting the items in the

list:

Li Stat
Client a Group T MNext expiry Outdated O:t::;ted With omputers Eftﬁztrgsnts
! discovered
Type Contracted Used date protect. knowledge errors ! 7 days

Figure 3.7: Table header

Click a header in the list to sort the information in the table in ascending order based on the data
contained in that particular column. Click the same header a second time to switch between

ascending and descending order.
The bottom of the table shows a pagination tool.
R @ 15 21 592021  14% 10% 5% = =

R @ 15 21 5/9/2021  14% 10%% 5% - 2300582

tems per page |20 ¥ 1-13 of 13 itemns 44 1pp

50
100

Figure 3.8: Pagination tool
The featuresincluded in the pagination tool vary depending on the table:
e Rows per page selector
e Shortcuts to specific pages
e Nextpage link
e Previous page link
e |astpagelink

e First page link
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Access and
authorization in Partner
Center

This chapter describes the resources implemented in Partner Center to control and monitor the

actions taken by users of the Web management console.

This monitoring and controlisimplemented through the following two resources:

e Useraccount.

e Roles assigned to user accounts.

CHAPTER CONTENT
Whatis auseraccount? ... 32
USer acCOUNT SITUCTUIE ... .. 32
PN ANy USer 32
What are permissions? .. 32
Usermanagement 34
Types of permissions ... .. .. 37
TO Ol CONIT Ol 37
License and security administrator ... 38
SeCUNtY AAMINIS T O O 39
Monitoring (read-ONlY) ... . 40
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What is a user account?

A user account is a resource managed by Partner Center, comprising a set of data which the
system uses to control users’ access to the Web console and to determine which actions they can

perform on clients and the managed computers.

User accounts are used only by those accessing the Partner Center Web console. Each user will
need at least one user account to access the console, although they can have more than one

account with different access levels.

User account structure

A user account consists of the following items:

® Account login name: Assigned on creating the account, its aim is to identify the user

accessing the console.

e Account password: Assigned once the account is created, its aim is to control access to the

management console.

® Assigned permissions: Assigned once the user account is created, they determine which

actions the user can take using the Web console.

e Visibility : Establishes which client groups the administrator can act upon with the user

account.

Primary user

This is the first user account created through the welcome email received from Panda Security. It

has the following structure:

® Account name: Contact email address of the user who contfracted the service.
e Account password: Set through the activation email.
* Assigned permissions: Total control, explained in section Types of permissions.

e Client groups: Shows the console user’s visibility of client groups.

What are permissions?

Permissions are a specific configuration for accessing the console, applied to one or more user
accounts. They regulate the resources a technician or sales representative can view or edit, based

on the permissions assigned to the user account with which they accessed Partner Center.

Each user account is assigned a unique set of permissions, although this set of permissions can be

assigned to one or more user accounts.
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The permissions discussed in this chapter also affect management of Endpoint family
@ clients from Partner Center. For more information, refer to chapter Endpoint security

product settings management on page 91

Structure of a set of permissions

A set of permissions consists of the following items:

e Name: Provides a brief summary of the Web console features accessible to the user

accounts with these assigned permissions.

* Groups the permissions grant access to: Lets you restrict access to certain clients. Select the

folders in the group free that the user account will have access to.

e Type of permissions: Defermines which actions the user accounts with these assigned

permissions can perform on clients.

Why are permissions necessary?

In a small department, all technicians will typically access the console as administrators without any
type of restriction. However, in mid-sized or large departments with a wide network of clients to
manage, it is highly likely that it will be necessary to organize or segment access to clients, based on

some or all of the following criteria:

Based on the size of the clients to manage.
Mid-sized or large clients may need to have dedicated teams of technicians exclusively assigned to
them. This is so that the devices managed by a particular technician are invisible to fechnicians

managing other clients’ devices.

Based on the type of client
It may be necessary to set access restrictions to certain clients based on their type of business, or
based on whether they handle confidential information. The latter case often requires careful

assignment of the technicians who will be able to access devices with such data.

Based on the technology used by the client to manage.
Based on the infrastructure deployed at the client’'s premises, it may be necessary to assign the
client technicians specialized in a specific fechnology: for example, clients using Exchange mail
servers can be assigned expert technicians in that field, whereas clients with Android devices can

be assigned a different team of technicians.

Based on the knowledge or profile of the technician.
Based on each technician’s skills or role, you can assign monitoring/read-only permissions o them,
or more advanced permissions that allow them to edit the services contracted by clients. For
example, large departments often have groups of fechnicians dedicated exclusively to configuring

the security solutions installed on their clients’ devices. Whereas other employees with a more sales-
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oriented profile assign trial licenses to potential clients in order to expand their client base, or modify

the license confracts of existing clients, renewing them when their expiration dates approach.

These criteria can overlap, generating a flexible, easily-established, and low-maintenance settings
matrix which enables console features to be defined perfectly to ensure accessibility to each

technician based on the user account they use to access the system.

Total control role
All Partner Center licenses come with the Total control role assigned. The default administration
account also has this role assigned. This account makes it possible to perform absolutely every

action available in the Web console on all clients.

User management

To manage users and their permissions, select Users from the Other options area:

Partner DEMO

H J panda |

Center Preferences
STATUS CLIENTS
Users
1% Add user
Login Email & Name Parmissions
spain@partnercom E SPAIN Demeo (Default user) Total control I

Figure 4.1: Users list

Adding a user

To create a user:

Select Users from the Other options area. Click the Add user link and enter the required data:

® Login email: This is used as the user name.
e Comments: Here you can add additional information.

® Permissions: Select the permissions you want to assign to the user. For more information, see

section Types of permissions.

e Client groups: Select the client groups/subgroups the user will be able to take action on.

Users with fotal control permissions can act on all groups.
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If you create a user with permissions on a group and all of its subgroups, and later you
add a new subgroup fo it, the useris automatically granted permissions on that

@ subgroup as well. If you create a user with permissions on some subgroups in a group,
and later you add a new subgroup to it, the useris NOT automatically granted

permissions on the new subgroup.

e Click Add. A message appears informing you that an email message has been sent to the

address specified when you created the user.

Afteryou create the user, it appears on the list shown in the Users section.

Editing a user data
Select Users from the Other options area. Click the name of the user whose data you want to edit.

The Edit users page opens. You can edit this data:

e The text enteredin the Comments field.
e The type of permissions.

® The group the user belongs to.

f In the case of the primary or default user, you can edit only the contents of the

Comments field.

Editing a user account authorization information

* For partners belonging to the Panda Security security provider: To edit the name, password,
email address, or two-factor authentication status of a user, go to Panda Cloud

(https://www.pandacloudsecurity.com).

e For partners belonging to the WatchGuard security provider: To edit the name, password,

email address, or two-factor authentication status of a user, go to hitps://watchguard.com.

For more information, see chapter The Panda account on page 175.

Deleting a user

To delete a user:

e Select Users from the Other options area. Select the checkbox next to the user you want to

delete.
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* To delete all users, select the checkbox located at the top of the table, next to the Login

email column.

e Click the Delete button.

@ Note that you cannot delete either the default user or the active user (the user whose

credentials you have used to access the web console).

Requiring two-factor authentication
From the moment you require two-factor authentication in the organization, the console user must
have an additional device and a code generator program, such as WatchGuard AuthPoint, to

access the console.
To require two-factor authentication for all users that access the Partner Center console:
* From the top menu, select Users. A page opens that shows a list of all users created in Partner
Center.

* Select the checkbox Require users to have two-factor authentication enabled to access this
account. If the user account that enables the feature does not have two-factor
authentication enabled, a warning message appears. See Enabling two- factor

authentication.

When you enable two-factor authentication, any user that is logged in to the console is logged out

and must log back in using two-factor authentication.

Enabling two-factor authentication

To enable two-factor authentication in a Partner Center user account:

e Download the WatchGuard AuthPoint app for free from
https://play.google.com/store/apps/details?id=com.watchguard.authpoint (for Android)
or from https://apps.apple.com/app/watchguard-authpoint/id1335115425 (foriOS).

e GotoPanda Cloud:

e For partners belonging fo the Panda Security security provider: Enter your partner

credentials at https://www.pandacloudsecurity.com.

e For partners belonging to the WatchGuard security provider: Enter your partner

credentials at hitps://watchguard.com.

()
® Clickthe g iconin the upper-right corner of the page. A menu appears.

e Select Set up my profile. The Panda Account page opens.
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* From the left panel, select Login. Click the Enable link. The Synchronization using an

authentication app dialog box opens.

e [f this is your first fime using the WatchGuard AuthPoint app on your mobile device, tap the
Activate button. If you have used it before, tap the QR icon in the upper-right corner. Your

device camera opens.

@§c hGuard

WATCHGUARD AUTHPOINT

Figure 4.2: Scan QR code

e Point the camera on your device at the QR code in the Partner Center console. A new entry
is added in WatchGuard AuthPoint and the app generates a one-time token every 30

seconds.

e Enter the code generated by WatchGuard AuthPoint in the Partner Center console fo link
the device to your user account. Click the Verify button. A dialog box opens that shows the

message Two-factor authentication is enabled.

e Click OK. After this, the console user is required to enter an email address, a password, and

the token generated by WatchGuard AuthPoint before they are able to access the console.

Types of permissions

Partner Center supports four types of permissions:

e Total conftrol
e license and security administrator
e Security administrator

* Monitoring (read-only)

Depending on the permissions assigned to a user, they will be able to perform more or fewer actions

via the Web console.

The actions a user can take are related to various aspects of the protection’s basic and advanced
settings. They range from creating and editing their own user credentials to configuring and

assigning profiles fo groups and computers, etc.

Total control

This user is authorized to perform all actions available in the Web console on all of the partner’s

clients. This is the only permission in the Web console that allows users to create other users.
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User, group and client management

This user can:

e Create, edit and delete any user excepft for deleting the default user and the active user.
e Create, edit and delete any group excepft for the DEFAULT group.
e Create, edit and delete any client.

e Assign clients to groups and move clients from one group to another.

License management

This user can:

e Edit the license assignment type for any client. Refer to section Assigning and modifying

licenses on page 71.

e Access the license assignment history and view the licenses assigned to any client. Clear the

history for any client.
e Assign, change and delete licenses for any client.

e Assign, change and delete products / services for any client.

Profile management

This user can:
e Accessallclients’ Web consoles with total control permissions.
¢ Manage automatic updates of any client’s profile.

e View all clients’ profiles and assign profiles to any client.

License and security administrator

This user has the same permissions as a Total control user (authorization to perform all actions
available in the Web console), but limited to those clients the user has access to. This user cannot

create otherusers.

User, group and client management

This user can:
e Edit their own credentials.
e Manage and delete those groups they have access to, except for the DEFAULT group.
e Create, delete and edit those clients they have access to.

* Use the Comments field to enter additional data about clients. Additionally, view other data

they have permissions on (hame, contact phone, fax, etc.)

e Access the Web consoles of those clients they have access to, with total confrol permissions.
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License management

This user can:

e Edit the license assignment type for those clients they have access to. Refer to section

Assigning and modifying licenses on page 71.

e Access the license assignment history and view the licenses assigned to those clients they

have access to. Clear the history for those clients.
e Assign, change and delete licenses for those clients they have access to.
® Assign, change and delete products for those clients they have access fo.

e Assign, change and delete services for those clients they have access to.

Profile management

This user can:
e Accessthe Web consoles of those clients they have access to, with total control permissions.
¢ Manage automatic updates of the profiles of those clients they have access fo.

e View the profiles of those clients they have access to and assign profiles to them.

Security administrator

Users with this permission assigned can manage the security of those clients they have access fo.
However, they can’t manage their licenses, they can only view them. Nor can they create users via

the Web console.

User, group and client management

This user can:

e Edit their own credentials.
e Manage and delete those groups they have access to, except for the DEFAULT group.

e Use the Comments field to enter additional data about clients. View other data related to

the clients they have permissions on (name, contact phone, fax, etc.)

License management

This user can:

e Access the license assignment history and view the licenses assigned to clients belonging to

groups they have access fo. However, they cannot clear the assignment license list.

Profile management

This user can:
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e Access the Web consoles of those clients they have access to, with total control permissions.
¢ Manage automatic updates of the profiles of those clients they have access fo.

e View the profiles of those clients they have access to, and assign profiles to them.

Monitoring (read-only)

Users with monitoring permissions cannot create, delete or modify any information in the Web

console.

User, group and client management

This user can:

e Edit their own credentials.

e Access the groups assigned to them, and view the clients in those groups as well as their
profiles.

* View the contents of the Comments field as well as other data related to the clients they

have access fo (name, contact phone, fax, etc.)

License management

This user can:
e View the licenses automatically assigned fo clientsin groups they have access to.
e View the licenses automatically renewed to clientsin groups they have access fo.

e Access the license assignment history and view the licenses assigned to clients belonging to

groups they have access fo. However, they cannot clear the assignment list.
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Client management

All the functionality provided by Partner Center is built around the concept of the Client, an entity

that represents each company that has confracted security services through the partner.

The 'client' entity is used to organize all the data as well as to enable monitoring, thereby freeing up

resources in fechnical departments that can be used on more productive tasks.

CHAPTER CONTENTS
Creating and deleting clients ... .. . . 41
Registering CleNts 42
Deleting ClENts 44
Monitoring clients . 44
Gl Nt ST 45
Clent i er 47
Exporting the Client st ... 48
Client details ... . 48
Creating and managing client groups ... .. 49
Why Use Cllent QroUDS e 49
Creating Cllent QroUDS .. 49
Moving clienfs from one group toanother ... . 51
Deleting Client QroUDS ... 51

Creating and deleting clients

Here we describe the process for Partner Center users to register clients, assigning a frial version or

full product version. The process for deleting clients is also described.
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Required permissions
To register and delete clients, the user account has to have Total confrol or License and security

administrator permissions.

Refer to section Adding a user on page 34 for more information about how fo create
@ and delete users, edit their details and assign permissions. Refer to section Types of
permissions on page 37 to find out the different management levels possible in

accordance with the permissions assigned.

Registering clients

There are two ways to register a client:

* The Register new client option in the Clients window.

* The Add client... option in Status > Monitoring.

From the Register new client option

e Click Clients, and then Register new client.

Clients

@) Register new client
[ Lets you register new clients

Client groups
Organize all your clients. If you want, you can create users with different privileges to manage groups

Figure 5.1: Register new client

* [ntheregistration form, complete the necessary fields to register the client and click Next.

e Select the group in which you want to include the client. If no group is configured, select the

default group.
e Use the drop-down menus to select:

* The type of license you want to assign to the client: trial or commercial license.

® The product.
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Referto Annual license pool (1, 2, or 3 years) on page 56 for more information

Q about the various license validity periods based on their source (WatchGuard'’s
MSSP Command console or Panda Security licenses).

* The license duration: 1, 2, 3 years, 1 month (MSSP Command].

The quantity of licenses to assign: If the number exceeds the number of licenses

available in the license pool, a warning will be displayed. Refer to section Annual
license pool (1, 2, or 3 years) on page 56.

Additional modules: Depending on the selected product, it may be possible to assign

commercial or trial licenses for modules that offer additional security and features.

@ All the information about the modules available and their features isin section
Supported products on page 16.

e Tocomplete the process, click Add client.

From the Add client bution

* [nthe Monitoring section of the Status window, click Add client.

Monitoring
Groups Find cliant ] Filters -
=
Client

CLIENT_PCEF_SPAINL [J
7\ CLIENT1_SPAINL (AETHER) [

7\ CLIENT14_SPAINL (AETHER) [0

Figure 5.2: Add client

e Complete all the fields in the registration form.

® Use the drop-down menus to assign licenses to the client, as explained above in section From

the Register new client option.
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Once the process is complete, the licenses will be taken from the license pool shown in the Status
window, the license confract will automatically be created, and the license validity period will

commence.

If assignment is nofimmediate, the following text is displayed on the status screen: XX
@ licenses being assigned. View details. Clicking the View details link will display the

details of the license assignments in progress.

Once licenses have been assigned to a client, they can be modified and others assigned for other

Panda products and modules.

@ For more information on managing licenses, refer to chapter Product and license

management on page 53.

Deleting clients

During the daily management of clients, there could be times when itis necessary to delete a client.

Consequences of deleting clients
After deleting a client, it will not be possible to:
e Recovertheirdata 90 days after the date the clientis deleted.

e Access the console from which the client’s services were managed.

License recovery
Deleting a client can in some cases involve the partial recovery of licenses that the client had

assigned for modules and services, so that they may be reused and assigned to other clients.

@ To know when and how licenses are recovered after a client is deleted, refer to section

Annual license recovery process on page 82.

Monitoring clients

To see the clients created in the console, select Status from the top menu. This information is availble

in the Monitoring section, which is divided into three main areas:
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® The group tree (1)
* Thelist of clients (2)

* The filtertool (3)

Monitoring

Add client... 3
Find client Q -

Groups

« [1

Licenses Status a— Detections
[] Client o Group Next expiry Outdated Outdated With in the last
di rad
1 Type  Contracted Used date protect. knowledge errors fseoe Tdays
O N 33781006 CF DEFAULT R e 100 0 12/30/2025 0% 0% 0% - 0
2 s
{ O 3 51272006 EF DEFAULT R ¥E3 100 0 12/30/2025 0% 0% 0% = 0
O % 51273006 EF DEFAULT R ¥E3 100 0 12/30/2025 0% 0% 0% - 0

Figure 5.3: Monitoring clients
For the list to also show the clients that have been inactive for the last 90 days:

* Click Filters (3).

e Select the Show clients without active services checkbox. Click Filter.

To show only clients belonging fo a specific group, select the group in the tree.
To show all clients in the subgroups that belong to the selected group, click the i icon (4). Select the

Show content of subgroups option.

Client list

The client list provides the following information:

Find client Q Filters ~ E
Licenses 3 Status 4 5 Detections
EEO ) e 7 Outdated Outdated With g?"”p”t“ in the last
Type Contracted e |t cams iscovere: 6? i
CLIENT_PCEP_SPAL. [ DEFAULT R 235 - - - - -
Y CLIENT19_SPAIN1(. [ DEFAULT R 0% 0% 0% = =

CLIENTZ_SPaIN1 [ DEFAULT R 149 10% 5% - 2300583

Figure 5.4: Client listinformation

@ To view complete information about a client, point the mouse fo the client name. A

label appears that shows the client details.
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Field Description

The name or ID Panda assigns the client at registration time. This ID is sent to
clientsin the welcome email and is requested in all communications

between clients and the support department forincident management.

Client (1)
@ :lcon for accessing the client’s console if the client has the Allow my

reseller to access my console option enabled in their product console.

See Accessing the client’s console on page 70.

Indicates whether the productis centrally managed or not. For more
Management ) )
g information, see chapter Endpoint security product settings management
mode
on page 91

Group (2) Name of the group the client belongs to.

Indicates whether the client has Trial or Release products. If the client has

Type .
both types of products, Release is shown.

¢ Contracted: Products or modules purchased by the client and number

of licenses.
* Used: Number of licenses assigned to the client’s computers.

Licenses (3) * Next expiry date: Next date on which some or all of the client’s licenses

expire.

* Outdated protect.: Percentage of user computers whose protectionis

out of date.

Status (4): Shows percentages that indicate the status of the protection

installed on clients’ computers.

* Outdated knowledge: Percentage of computers whose signature file is

out of date.
Status (4)
* With errors: Percentage of computers with errors in the security software

installed.

* Computers discovered: Percentage of computers found on the network

that do not have security software installed.

Detections made in the last 7 daysin:
Detections in the

¢ File system.
last 7 days (4)

e Email.
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Field Description

¢ Web browsing activity.
¢ Instant messaging apps.

¢ |tems blocked by the firewall.

Table 5.1: Client listinformation

Q To access the Client details page, click a client’s name. For more information, see

section Client detdails

Client filter

The filter ool consists of a series of drop-down menus with filter options that determine the search

results.

To use the filters, click Filters and use the menus to select:

e Product: Choose the product to narrow the search by.
* License type: Commercial or trial licenses.
* license status:
e Valid.
e Expired.
e licensesthat expire in one week, two weeks, or two months.
e Percentage of licenses used (more than 80% or 100%).
* licenses contracted: Here you can enter a number of licenses as a search parameter.
® Product management mode:
e All. All products are shown, regardless of the management mode.

¢ Client-managed products: For Panda Email Protection, Panda Systems Management
and all bundles that include this product (Panda Fusion and Panda Fusion 360). See

section Email and RMM service management models on page 63

e Partner- managed products : For Panda Email Protection, Panda Systems
Management and all bundles that include this product (Panda Fusion and Panda

Fusion 360). See section Email and RMM service management models on page 63

e Centrally managed products: For Panda Endpoint Protection, Panda Endpoint

Protection Plus, Panda Adaptive Defense and Panda Adaptive Defense 360. See
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section Security product settings on page 96.

* Non-centrally managed products. See section Security product settings on page 9é6.

Exporting the client list

e To export the client list, click the icon and select a format.
e Exportto Excel
e Exportto CSV

e Forthe list to include information about clients belonging to second-level groups in the client

free, select Show content of subgroups.

Client detadils

e To access this window, click a client name where it appears as a link.

The Client details screen shows the following information:

STATUS CLIENTS () HELP~

tatus > Client details

Delete client

Redoosanl 32605659R {93A65698909C49AC)

Enter a description.

o

32665659R

ALBACETE, SPAIN

Gio to client's console FP| 2

Assigned licenses | 3 yA [ Add product...

+ |Endpoint Protection (Aether Platform) 4

Centralized management 5

25 trial licenses (25 not used) '@ Con

Figure 5.5: Client details

Client details (1):
e Name and description of the client.

e Contact details (fax number, phone number, email address, etc.).

e Goto client's console (2): To access the console, click the & icon.

Assigned licenses (3)

Use and X to expand or close the information in each part of the report.
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* Products contracted by the client (4): The number of licenses confracted and those not

used.

® Product management model (5). Refer to section Email and RMM service management

models on page 63
* Delete client bufton (4)

e Add product button (7)

Creating and managing client groups

Why use client groups?

Partner Center lets you group clients in order to use two features aimed at improving the

management of clients:

e Restricting the visibility of Web console users with regard to the clients they are permitted to

manage.

e Makingit easier to apply configuration profiles to clients.

Restricting the visibility of Web console users

Technical departments with large, complex internal structures, or who manage a large number of
clients, may need to group their clients in order to assign their management to specific technicians.
Refer to section Why are permissions necessary? on page 33 for information on the various reasons

for organizing clients into groups.

Partner Center allows you to restrict the visibility of Web console users by assigning them certain

client groups. As such, they can only see clients who belong to those groups.

Applying configuration profiles
By assigning and sending profiles, Partner Center enables you to apply configuration profiles to
client groups in order to save time. See chapter Endpoint security product settings management on

page 91 for details of the configuration profiles supported by Partner Center.

Creating client groups

To create a client group:

* From the tfop menu, select Clients. Select Client groups.
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s Wommll

Clients

Register new client
Lets you register new clients

,,_

(5] &

Client groups

Organize all your clients. If you want, you can create users with different privileges to manage groups

Automatic renewal of licenses
Configure which clients will have their licenses automatically renewed when they are about to expire.

Figure 5.6: Creating client groups

¢ Click the Create new group link. The Client groups - Edit group page opens. Complete these
fields:

e Group name: Specify the name of the new group. You can create multiple client

groups with the same name provided they do not belong to the same parent group.

* Parent group: Specify the group to which the new group will belong. For the group to
appear at the top level of the group structure, use the option None (the group will be
on the first level). For the group to belong to an existing group, select the group using

the drop-down menu.

| Clients in group" Available clients | |

1

Find client: Options -

|4« Page 10f1 0wl 1-7 of 7 items Items per page (20 v

2 Assign selected clients to this grour_‘.I:l

. Licenses 3
Client a Group Type — Comment
Intxa 227 Cancelar DEFAULT Release 5
INTXA 8227 P19 DEFAULT Release 10
Intxa 8227 P27 DEFAULT Release 5
Intxa 8227 P28 DEFAULT Release 5
Intxa 8227 P29 DEFAULT Release 5
Intxa 8227 P30 DEFAULT Release 5
Partner Intxa 227 Migrar 5 DEFAULT Release o0

Figure 5.7: Conftrols for selecting the clients that will be part of a new group

e Select the clients that will be part of the new group: The Available clients tab (1) shows a list
of clients that you can see depending on your permissions and which do not belong to the
group that you are editing/creating. Along with the client name, you can also see the
number and type of licenses they have, and any associated comments. To select a client

you want to include in the group, use the checkbox (2) next to the client name. To include
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multiple clients, select the checkbox for each client.

* Click Assign (3). Verify the clients appear on the Clients in group (4) fab.

Moving clients from one group to another

e Select the Clients in group tab (4) and select the client or clients that you want fo move by

selecting the relevant checkboxes.

e Use the drop-down menu to select the target group and click Move.

To check whether the newly created group appears at the corresponding level in the group

structure, go back to the Client groups main window.

Deleting client groups

To delete a group, the group must first be empty, i.e. it cannot include clients or subgroups. Select

the group and click Delete.
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Chapter 6

Product and license
management

Partner Center offers a set of tools that provides considerable autonomy when it comes to

delivering services and choosing the optimum type of service that adapts fo clients’ needs. This

enables a fluent service relationship between the technical departments of partners or large

companies, clients and Panda Security with respect to the assignment of products, modules and

licenses.

With Partner Center, Web console users can manage:

Products assigned to clients, including changes or cancellations.
The duration and number of licenses assigned for each product.
Service renewals and cancellations.

Assignment of trial versions.

The pool/stock of licenses contracted.

The recovery of licenses not used by clients.

How to manage clients' services: centrally or non-centrally.

@ Web console should have Total control or License and security administrator

To manage and assign products and licenses, the user account used to access the

permissions. See Types of permissions on page 37.

CHAPTER CONTENTS
BaSIC CONCEPES .. 54
Products and modules availablein PartnerCenter ... 55
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Available products and product families ... .. 55
Modulesavailable ... ... 56
License pool management . . . . 56
Migrating licenses to WatchGuard Cloud ... 59
License pool migration requirements and limitations ... ... 60
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Viewing generated liCENSE KEYS ... ... 62
Service management models ... 63
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Basic concepts

To efficiently manage products and licenses, it isimportant fo bear in mind the following concepts:

® license pool: Also called ‘license stock’ thisis a repository that temporarily stores the licenses

of the various products that partners buy from Panda Security to later assign to clients.

* License contract: This is the assignment of a specific number of licenses of a given duration of

a product or module to a client.

® Product: A security solution belonging to Panda Security ‘s portfolio and compatible with

Partner Center. These solutions can be managed by the technical department.

e Service: Thisis a group of one or more license contracts associated to the same product.
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® Product family: Products belong to product families in accordance with the type of product
and their features. One client cannot have more than one assigned product belonging to

the same family, unless one of them is a trial version.
® Module: A product component that adds additional functions or features.

® license: Each Panda Security product can be used/installed on as many devices as there

are licenses in the license contfract assigned fo the client.

¢ Virtual license: This is the license in the license pool and which has yet to be assigned to a
client. These licenses can be partially recovered in some cases if, for example, having been

assigned to a client, the client does not use the service for the confracted period.

e MSSP Points: A ‘virtual currency’ that partners can exchange for product licenses. They are
available to WatchGuard partners or Panda Security partners that have migrated to

WatchGuard and who are signed up to the MSSP Points program.

® MSSP Command: This area of the WatchGuard website enables partners to exchange MSSP

Points for security product licenses.

* Management model: Some Panda Security solutions permit the total delegation of product
management. This model frees clients from the need fo manage the service themselves,

thereby increasing the added value provided to clients.

Products and modules available in Pariner
Center

Available products and product families

The table below shows the product families available in Partner Center and the products they

include:

Family Products

e Panda Endpoint Protection
* Panda Endpoint Profection Plus
¢ Panda Adaptive Defense 360

¢ Panda Adaptive Defense

Endpoint
¢ Panda Fusion (Panda Endpoint Protection Plus + Panda Systems
Management
* Panda Fusion 360 (Panda Adaptive Defense 360 + Panda Systems
Management)
macOS$ ¢ Panda Endpoint Protection for OS X
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Family Products

Email ¢ Panda Email Protection

RMM ¢ Panda Systems Management

Table 6.1: Products supported by Partner Center classified by family

One client cannot have more than one assigned product belonging to the same
family, unless one of them is a trial version. For example, itis not possible to assign Panda

Endpoint Protection and Panda Adaptive Defense to the same client.

Modules available

Web console users can assign additional modules o clients to complement certain aspects of the

products.

Modules available in Partner Center are:

e Advanced Reporting Tool (ART)

e Panda Data Control (DC)

Panda Full Encryption (FE)

Panda Patch Management (PM)

Panda SIEMFeeder for Partners (SF4P)

By default, modules are assigned to the product with the same number of licenses and the same

expiration date, though these values can be changed later.

License pool management

Partners have access to different types of license pools depending on the security provider to which

they are associated (Panda Security or WatchGuard):
e Annuallicense pool (1,2, or 3years).

e Monthly license pool (MSSP Command).

Annual license pool (1, 2, or 3 years)
To assign products to clients, a sufficient number of product licenses must be acquired with the

corresponding duration.
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Partner Center supports several types of annual license pools, depending on the security provider to

which the partneris associated:

* 1-and 3-year license pools: Accessible to both Panda Security and WatchGuard partners.

e 2.yearlicense pools: Accessible to Panda Security partners.

The license poolis arepository where licenses are stored before being assigned to end clients. These

licenses are called ‘virtuallicenses’ and are different from normal licenses in the following ways:

e Virtuallicenses do not expire as long as they are in the license pool. This offers the flexibility to

maintain licenses in order to respond immediately to the needs of clients.
e Virtuallicenses are acquired in blocks, with progressive volume discounts.

e Virtuallicenses can be recovered totally or partially if they have been assigned to clients that
have not used the product for the entire license period. After the process of recovering the

license has been completed, they are available to be assigned o clients again.

Monthly license pool (MSSP Command)

MSSP COMMAND PARTMNER CENTER
L O
//// CLENT 1
S
_\E/ —> _ ST
- O
© ©
CLIENT 3
Exchange MSSP POINTS Manage your monthly Assign and renew licenses
for product licenses license pool for your clients

Figure 6.1: Exchange of MSSP Points for Panda licenses and assignment to clients

To assign monthly licenses (MSSP Command) to a partner's clients, MSSP Points must first be
exchanged for Panda Security product licenses. After this is complete, a license pool is created in

Partner Center with monthly licenses with these features:
e When a partner assigns licenses to a client, they expire on the first of each month. See
Automatic renewal of one-month licenses (MSSP Command).

e The duration of monthly licenses (MSSP Command) is 30 days. If a license is assigned to a
client after the first of the month, Partner Center recalculates the total number of licenses
used in the pool (see Process for exchanging MSSP Points in the MSSP Command console for

more details).

e Monthly licenses (MSSP Command) require continual renewal in order to keep protecting

clients’ systems. See Process for exchanging MSSP Points in the MSSP Command console)

e Monthly licenses are renewed automatically when they expire. If there are insufficient

Administration Guide Chapter 6|57



Product and license management Partner Center

licenses available, the logic described in Renewal logic for clients with monthly licenses

(MSSP Points) will be applied to discount computers belonging to certain clients.

Process for exchanging MSSP Points in the MSSP Command console
Partners assigned to WatchGuard have the option of exchanging MSSP Points for Panda Security

product licenses, which can then be managed laterin the Partner Center.

The Panda Security product licenses obtained with MSSP Points expire on the first of
each month, and must therefore be renewed in order for the protection to remain
actfive. Partners must exchange a sufficient number of MSSP Points every month to
& meet the protection needs of clients. See Renewal logic for clients with monthly
licenses (MSSP Points) for more information about assigning licenses if there is an

insufficient number of licenses to renew all assigned services.

Licenses acquired by the partner always have a fixed 1-month duration. If the date the license was
exchanged for points is not the first of the month, partners will require proportionally fewer licenses
(and therefore fewer MSSP Points) to protect all their clients’ devices. Below are two examples of

how this is calculated:

e A partner has 100 MSSP Points and needs 30 Panda Adaptive Defense 360 licenses to meet
the protection needs of clients, and each Panda Adaptive Defense 360 license costs 3 MSSP

Points.

* [f the partner exchanges points for licenses on the first of the month, 90 MSSP Points are used
(30 Panda Adaptive Defense 360 licenses x 3 MSSP Points / license = 90 MSSP Points). In
Partner Center, a monthly license poolis created (MSSP Command) with 30 Panda Adaptive

Defense 360 licenses.

¢ [fthe partner makes the exchange after the month has begun, for example on the 23rd, they

will need fewer MSSP Points as the monthly licenses always expire on the first of the month:

* The total number of profection days required is 270 days (9 days until the end of the
month x 30 devices = 270 days)

e [f fo protect 30 devices for a whole month (30 days) 90 MSSP Points are required, to
protect 30 devices for 9 days requires 27 points (90 MSSP Points / 30 days = 3 MSSP
Points / day. 3 MSSP Points / day * 9 days = 27 MSSP Points). In Partner Center a
monthly license pool is created (MSSP Command) with 9 Panda Adaptive Defense
360 licenses (27 MSSP Points / 3 MSSP Points / license = 9 licenses).

e The partner assigns the ? licenses obtained to the 30 devices to be protected, which
are distributed proportionally as only 9 days of protection for each device are

required, and not the fullmonth.
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¢ In the following month, the Partner Center automatic renewal process will require 30
licenses from the monthly pool, so the partner will need to exchange 90 points for 30
Panda Adaptive Defense 360 licenses, as after the first month, full licenses will be

consumed

Accessing the license pool

To access the license pool, select Status in the top menu. You can see the My available licenses

section.

Partner

# {Jpanda|

Center

STATUS CLIENTS

Licenses
(] Endpoint Protection 26.68 0 o] N4
Q. Endpoint Protection Plus 20379 0 Q&7 s
@ Endpoint Protection for OS X 239 0 o] o
Adaptive Defense 360 24508 o] o] 4
@ Fusion 360 043 (8] (8] s

Figure 6.2: License pool

In the My available licenses panel, the virtual licenses that have not yet been assigned to clients are
classified by product and duration. You can also see whether it is possible to assign trial licenses of

the product to clients. See Assigning trial licenses for furtherinformation about trial licenses.

To add new virtual licenses to the pool, contact your assigned salesperson to place an
@ order. After the process has been completed, the licenses will appearin the My

available licenses section.

Migrating licenses to WatchGuard Cloud

Partners that have started to move client accounts from Panda Security infrastructure to

WatchGuard infrastructure can manually migrate pools of licenses they have not already used.

To migrate a pool licenses to WatchGuard Cloud, the partner must generate a package for each
operation. This package consists of one or more license keys. A license key contains one or more
licenses of a single product. These license keys are subtracted from the associated license pool and

are imported from the WatchGuard Cloud portal.
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License pool migration requirements and limitations

e The product associated with the license pool you want to migrate must have an equivalent
productin WatchGuard Cloud:

e Panda Endpoint Protection (is migrated to Panda Endpoint Protection Plus)
e Panda Endpoint Protection Plus

e Panda Adaptive Defense 360

e Panda Adaptive Defense

e Panda SIEMFeeder

e Panda Patch Management

e Panda Data Confrol

e Panda Full Encryption

e Advanced Reporting Tool

e MDR

e One- or three-year license pools are migrated to one- or three-year license keys. For other

durations:

e license pools with durations over three years or with MSSP Points require regularization

before the start of the migration process. Contact your Panda sales representative.

e Two-year license pools are converted to two one-year license keys, with the same
number of assigned licenses. Example: A license pool with 10 two-year licenses is

converted fo two license keys, each with 10 one-year licenses.
* Thelicense pool you want to migrate cannot exceed 200 licenses.
e The maximum number of product licenses that can be assigned to alicense key is 50.

e The user account that logs in fo the Partner Center console must have the Total Control or

License and Security Administrator permission. See Types of permissions on page 37.

Migrating a license pool
* From the top menu, select Status.

¢ In the Licenses section, click the i icon for the product for which you want to migrate a

license pool. A context menu opens.
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Partner
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¢ Endpoint Protection : 150 0 0
] Endpoint Protection Plus 0 0 0
@ Endpoint Protection for 0S X 0 0 0
Adaptive Defense 260 : 96 85 0

A~ Advanced Reporting E_ 45 0 0

Figure 6.3: Accessing license pool management

® From the context menu, select Migrate to WatchGuard product licenses. The Migrate

<Product Name> licenses dialog box opens.

® From the License Pool drop-down menu, select the duration for the license pool you want to
migrate. The menu shows only the license pools you can migrate. See License pool migration

requirements and limitations. Click Continue. The Generate license keys dialog box opens.

Generate license keys X

Enter the number of packages you want to create and the number of
licenses in each package.

(i) The migration process generates a license key for each package.

Packages 1 Licenses 2

Remaining licenses: 96 3

Cancel = Back

Figure 6.4: Configuring a license key

¢ |nthe Packages text box (1), type the number of license keys you want to generate.

¢ |n the Licenses text box (2), type the number of licenses you want to assign to each license
key. For information about limitations related to the number of licenses, see License pool

migration requirements and limitations.

* |n Remaining licenses (3), the console shows the rounded-up total number of licenses that

are available for migration.

e (Click Continue. The Migration Complete dialog box opens and shows the license keys.
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To copy the generated license keys to the clipboard, click the Copy license keys link.

To activate the licenses in WatchGuard Cloud, click the Go to WatchGuard.com button. A

new browser tab opens at hitps://myproducts.watchguard.com/activate.

To login to the WatchGuard portal, enter your user name and password. Click Continue. The

Activate Products page opens.

In the Enter a Serial Number or License Key text box, enter a license key. Click Next. The Add
Product Details page opens and shows information about the package you want to

activate (product name and duration) in the Product Details section.

If the license key was generated from a one- or three-year license pool, or it is the first of the
two license keys generated from a two-year license pool, type the license name in the

Friendly Name text box.

If the license key is the second of the two license keys generated from a two-year license
pool, in the Friendly Name text box, select the name of the license created in the previous
step, and select Extend License. The expiration information updates to the new date (2

years), keeping the number of users.
Step 2: Add Product Details

Update a License or Add a New License

You have one or more existing licenses. Select an existing license to modify, or enter a name to
add a new license. When you modify an existing license, you choose either to add users or to
extend the license expiration date

Friendly name
Demo Pool Migration

Add Users or Extend Your License

@ Extend license

O Add users

Figure 6.5: Configuring a two-yearlicense key

Click Activate. The total number of licenses appears, as well as the associated product, and

the expiration date of the licenses that are assigned to the account.

Viewing generated license keys

From the top menu, select Status. Click License assignment history. The License assignment

history page opens.
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® Click the Options drop-down menu. Select Show filter. A pane opens that shows the filtering

criteria for the list.
* From the Assignment type drop-down menu, select License migration.

® Click Search. The list shows all license migration operations and their license keys, number of
migrated licenses, product, operation date, and other associated information. For more

information about the License assignment history list, see License assignment history.

List of license keys generated from a two-year license pool
Because two-year license pools automatically generate two one-year license keys, the License

assignment history list shows this information in this way:

® The Period column shows the pool original duration (2 years).

* The No. of licenses column shows the number of licenses in the generated package divided

by two.

Example: If the pool had seven two-year licenses, the License assignment history list shows two

entries, each with 3.5 two-year licenses.

Service management models

Email and RMM service management models

Partner managed model

The Partner Center user manages the service. The client cannot access the product console.

Client managed model

You provide the solution to your clients, and it is each client who manages the service as they deem

appropriate. For that reason, the Partner Center user cannot access the product console.

Products supported by these management models

e Panda Systems Management

e Panda Email Protection

The aforementioned management models also apply to the bundles that include any of the above

products.

e Panda Fusion

e Panda Fusion 360

Administration Guide Chapter 6|63



Product and license management Partner Center

Assigning a management model to a new email or RMM service

e Select Status from the top menu. Select the client you want to assign the service to. The Client
details page opens. This pages shows the client data and the products they have

purchased.
e Click Add product. The Add productdialog box opens.

e Fill in the form. Indicate the license type, the number of licenses, and the product. The
solution then checks the number of available licenses. Click Add. A dialog box opens for you

to select the management model.
e Select amanagement model. Click Add.

* Managed by me: You manage the service. The client cannot access the product

console.

* Managed by the client: The client manages the service. You cannot access the

product console.

Changing the management model for a new email or RMM service

e Select Status from the fop menu. Select the client whose service you want to modify. The
Client details page opens. This pages shows the client data and the products they have

purchased.

e Pointfothemmmicon. A context menu opens.

e Select Convert to partner-managed service or Convert to client-managed service. A

warning message appears.

e Click Convert. After a few seconds, the product management model changes.

Accessing a client’s product console

Required permissions

To access the managed product console directly from Partner Center, the partner account must

have one of these permissions:

e Total control
e license and security administrator

e Security administrator

For more information about the permission system implemented in Pariner Center see Types of

permissions on page 37.
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Accessing the client’s console

e Select Status from the fop menu. Select the client whose service you want to access. The
Client details page opens. This pages shows the client data and the products they have

purchased.

e Click the Go to client's console link. A page opens in a new tab in your browser. This page
shows the client’s console. If the client has mulfiple managed services, the page shows the

Panda Cloud site.

Information about the partner managed model for Panda Email Protection

The Partner Center user accesses a single console that hosts all clients you manage.

e The Partner Center account visibility applies fo the managed Panda Email Protection
console. Nevertheless, the user must select the client fo manage from the Panda Email

Protection console.

e Partner Center enables you to change the management model assigned to the client’s

product.
e Only one access mode to the Panda Email Protection console is supported. Therefore:

e |f the Panda Email Protection user account was created from the Panda Email
Protection console, this account can access the service only through the direct link

hitps://emailprotection.watchguard.com, not from Panda Cloud.

e |f the Panda Email Protection user account was created from Partner Center, this

account can access the service only through Panda Cloud.

Information about the partner managed model for Panda Systems

Management

e The Partner Center user accesses asingle console that hosts all clients you manage.

e The Partner Center account visibility does not apply to the managed Panda Systems
Management console. The user must group clients manually and assign the required

permissions to the account from the product.

e After you have configured the management model when assigning the product to a client,
Partner Center does not enable you to change the management model from the web

console.

Service management models for endpoint security products

When assigning an endpoint security product to a client, you must choose the associated

management model:
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e Not centrally managed

e Cenfrally managed from Partner Center

Not centrally managed
The product is configured solely from the client’'s Web console. Partner Center does not apply

centralized settings to the product.

Centrally managed from Partner Center

The client's product is assigned centralized settings from Partner Center.

To enable centralized management, certain requirements must be met. Also, it is very important to

understand and bearin mind the consequences of centrally managing a product.

For more information about the requirements necessary to enable centralized

Q management, see Requirements for assigning cenfralized settings on page 94
For more information about how Partner Center behaves with regard to centralized

management, see Security product settings on page 96.

Default management model assigned to security products

Assigning new products to clients
The option Not centrally managed is selected by default. Later, you can change the management

model.

Assigning a trial version of a superior product to a client who already has centrally man-
aged products

The trial version inherits the management model of the product the client already has. Therefore,

the trialis managed centrally from Partner Center.

Assigning a trial version of a superior product to a client who has non-centrally man-
aged products

The trial version inherits the management model of the product the client already has. Therefore,

you cannot manage the trial version centrally from Partner Center.

Q See Service management models for endpoint security products

Setting and changing the management model

The management model is set when you assign a product to a client through the Partner Center

console. See Adding a product to an existing, expired or canceled client.
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To change a previously set management model, see Assigned product details.

Product and module management

Assigning products to clients

In order for clients to use the services provided by Panda Security, a Web console user first has to

assign af least one product from one of the available families.
The process of assigning products and modules varies depending on whether it is a new client or an
existing one.

* For new clients: Assigning products is part of the client registration process. See Creating and

deleting clients on page 41.

¢ For existing clients, as well as those expired or canceled within the last 90 days: See Adding

a product to an existing, expired or canceled client.

If the client to whom you want to assign licenses does not appearin the list, it may be
@ because their services have been inactive for the last 90 days. See Monitoring clients
on page 44

In the process of assigning a product you can also add any supported modules required.

Adding a product to an existing, expired or canceled client
* Click the Status menu at the top of the console, and go fo the client’s details by clicking their
name in the listin the Monitoring section.

e |f the client was canceled less than 90 days ago, or the product was canceled or has
expired, they will confinue to appear in Partner Center in case the Web console user wants

toreassign the product.
e Click Add product.

e Select the characteristics of the product to be added to the client:

Field Description

License type Use the drop-down menu to select a trial license or commercial license.

Select the product to assign to the client.

Product If you select Panda Systems Management, a message will be displayed

asking you to choose the management model to apply to the product. See
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Field Description

Email and RMM service management models.

Quaniit Select the number of licenses to assign. If you select an amount higher than
vantiry . . . . . .
the number of licenses available in the pool, a warning will be displayed.

Period Select the license duration (1, 2 or 3years). If you select a period you have no
erio
licenses for, a warning will be displayed.

Depending on the product selected, you can assign additional module
Additional licenses. Other than with Panda Full Encryption, it is not possible to specify the
modules number of licenses for the additional modules as it will be the same number as

for the main product.

Table 6.2: Fields defining the type of product to assign to clients

e Click Add. If the product to be added is Panda Systems Management, Panda Fusion or
Panda Fusion 360, a window will appear fo select the type of management: client managed
or partner managed. If the product is compatible with the Aether platform, a window will

appear to choose the type of management: with or without centralized management.

As a result of this process, the number of licenses in the pool will drop proportionally and the new
license confract will be visible in the client’s details. The license assignment operation will be

reflected in the My available licenses section of the Status menu. See Viewing license status.

Assigned product details
Once you assign a product to a client, the client’s Details window will show the product name and

the management model applied to it.

See Email and RMM service management models for Panda Systems Management,
Panda Fusion or Panda Fusion 360 or the Default management model assigned to

security products section if itis a product managed from Aether.

Click and & to display or close details on each line of information and BE B (3) for the context

menu opftions:
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Figure 6.6: Assigned product details

e Additional modules confracted (1): number of contfracted licenses, license duration and

expiration date.
e Context menu options (3):
* Change licenses (4)
e Addnew license set (5)
e Group licenses (6)
* Cenfrally manage/Stop centrally managing (7)

* Delete opfion (8) fo delete services.

Deleting products and modules

Deleting a product

* |nthe fop menu, select Status. In the list of clients, click the name of the client whose product

you want to delete. The Client details page opens.

e Click the '@ icon for the service you want to delete. A confirmation dialog box opens that

shows the licenses that will be returned to the virtual license pool.

e Click Delete service. The product licenses are freed up and returned to the license pool. The

client loses the protection services immediately.
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Deleting modules

* |nthe top menu, select Status. In the list of clients, click the name of the client whose module
you want to delete. The Client details page opens.

e Click the BER jcon for the product whose module you want to delete. Select Change
licenses. A page opens that shows details of all of the client’s licenses,

e Clear the checkbox for the module you want to delete. A dialog box opens that shows the

licenses you willrecover. Click Delete . The modules licenses are freed up and returned to the

license pool. The client loses the protection servicesimmediately.

Consequences of deleting products and modules

For clients
When you delete a product, you also delete its associated modules. Clients cease to have access

to the service.

When you delete only the modules associated with a product, the service remains active but the

client ceases to have access to the modules.

For partners
If the deletfion process entails recovering licenses that have not been used by the client, those
licenses automatically become virtual licenses and are included in the license pool. Later, you can

assign those licenses to other clients.

Q For more information about how Partner Center converts released licenses to virtual

licenses, see Formula for calculating virtual licenses

The licenses recovered are added to the total number of licenses the partner has. These licenses

appearin the My available licenses on the Status page.

Accessing the client’s console

Requirements for accessing the client’s console
The client must enable the Allow my reseller to access my console option in their product console.
This options is enabled by default. If it is not, the client must follow the steps below from their

product’s management console:

e Click Settings in the menu at the top of the console. Click Users in the side menu.

e Onthe Users tab, click the Allow my reseller to access my console opfion.
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STATUS COMPUTERS = SETTINGS

GEMERAL Users

d@b Per-computer settings

Allow the Panda Security S team to access my console (1) ]

Allow my reseller to access my console @ (_.

@ Network settings

Figure 6.7: Accessing the Allow my reseller fo access my console option from the client’s console

Accessing the client’s console from Partner Center

e Click Status in the menu af the top of the console.

¢ |n the Monitoring list, click the @ icon next to the client’s name. The Panda Cloud page

opens. This page shows all products contracted by the client.
e Select the client’s product to manage. The client’s management console opens.

You access the client’s console with the account you used to access the Partner Center console,

and with the Full Control role assigned.

License management

In the Licenses area, which can be accessed from the Status menu, you can see the licenses
acquired by partners. This area of the Web console is essential for daily management tasks, as it
groups all the licenses of the different products that they have purchased, and also allows lets you

know which of the licenses assigned to clients are expired or about to expire.

The license life cycle begins with the assignment of licenses o clients. These licenses can be then be
modified, renewed or canceled. All actions taken are reflected in the Licenses area and, in

addition, to offer greater control, Partner Center provides a history of licenses assigned to clients.

Assigning and modifying licenses
You can assign and/or modify the number of product licenses a client has at different times during
the license life cycle:

e When you assign the product to a client: You must specify the number and type of licenses

when you assign a product to a client. See Assigning products to clients.

e When the client removes computers from the network: You can reduce the number of

licenses assigned to the client manually.

* When the number of computers the client has installed exceeds the number of licenses

assigned: If the client is classified as ‘self-assignable’, they can take the licenses they need
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directly from the pool. Otherwise, you can manually increase the number of licenses

assigned to them.

¢ When a client removes computers from the network: You can reduce the number of licenses

assigned to a client and, in some cases, recover them in the pool.

Assigning trial licenses
Partner Center allows product up-selling and cross-selling, as well as gaining new clients by enabling
you to assign trial licenses. Trial licenses provide clients with all the features of products for a limited

time period. After the frial period expires, access to the product is automatically disabled.

To provide ftrial licenses to a client, you must assign a new product to the client with a Trial license.

See Assigning products to clients.
When you assign trial licenses, bear this in mind:
e The trial period is one month. This can be changed only for WatchGuard partners. See
Extending trial license periods.
e The number of licenses assigned depends on the product family. This cannot be changed:

e Panda Endpoint Protection, Panda Endpoint Protection Plus, and Panda Fusion: 25

licenses.

e Panda Adaptive Defense, Panda Adaptive Defense 360, and Panda Fusion 360: 100

licenses.
* MacOS, RMM, and Email family products: 25 licenses.

e [f the client has a product, and the frial product you want fo assign them belongs to the
same family as that product, the trial product must provide more features than the product
they already have. This condition applies only to product families that include several
products, such as Endpoint Security. The product list ordered in terms of featfures (fewer

features to more features) is as follows:
e Panda Endpoint Protection
e Panda Endpoint Protection Plus
e Panda Fusion
e Panda Adaptive Defense
e Panda Adaptive Defense 360
e Panda Fusion 360

e You cannot assign a trial license to a client who has had a trial version of the same product or

a full version of the product during the previous three months.

e Triallicenses for Panda Fusion are always ‘'unmanaged’. See Service management models.
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Extending trial license periods
Partners can extend the trial license period by an additional 30 days, assigning licenses to clients

with a total duration of 30 + 30 days. The conditions required forrequesting an extension are:
e The partner must belong to WatchGuard. This optfion is not available fo Panda
Security.partners.

® You canrequest the trial period extension at any time, even after the original frial period has

expired.
e You can extend the trial period only once.
e You must have these permissions:
e Total control
e license and security administrator
e Security administrator
e |f you extend the trial period of the main product, the period of the associated modules is
also extended.
To extend the trial period of a product assigned to a client:
* From the top menu, select Status. In the Monitoring area, select the client whose frial period
you want fo extend.

e Click the mmm icon associated with the frial license contract you want to extend. A drop-

down menu opens.
e Select Change licenses. The Change licenses page opens.
e Click Extend trial. Select 30 days.

e Click Change. An additional 30-day period is added to the confract.

Assigning license sets

After you assign licenses for a product, you can extend their duration through the license renewal
process (see Renewing licenses). Additionally, you can change the number of licenses through the
license modification process (see Modifying assigned products and licenses). In both cases, the
license contract associated with the client updates with the new information. For clients for which
you prefer to generate an additional license contract to increase the number of licenses assigned
or to extend the duration without modifying the original contract, Partner Center provides the

option to Add a new license set to the assigned product.

@ Pandarecommends that you use the feature for modifying and renewing licenses

rather than creating a new license contract for an existing product.
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When you assign a new license set, bear this in mind:

e You create an independent license contract for the assigned product with a separate
expiration date that depends on the start date of the license contract and the chosen

license period (1 year, 2 years, 3 years, or monthly (MSSP Command)).
e license sefs are only permitted for products that do not have modules assigned.

e You cannot modify license contracts with license sets later. This applies to changes of

products, early renewals, changes to the number of licenses, or adding product modules.
e You can group several license confracts into one, using the process for grouping licenses. In
this case, all the aforementioned restrictions do not apply. See Grouping licenses.
To add alicense seft:
* From the top menu, select Status. In the Monitoring area, click the name of the relevant
client.

o The Details page opens. In the Assigned licenses section, click the mm = icon for the relevant

product.
e A drop-down menu opens. Select Add new license set.

e Enter the number of licenses and the duration: 1 year, 2 years, 3 years, or monthly (MSSP
Command). Click Add.

e |f the license set belongs to Panda Fusion, Panda Fusion 360, or Panda Systems
Management, the management model is the same model as you selected for other license

contracts of the product.

When the process is complete, a new license contract is created with the number of licenses
specified and the expiration date corresponding to the license duration and the date it was

created.

Renewing licenses

License renewal extends the duration of product licenses assigned to a client. You can renew
licenses before they expire (manually) or automatically. Below is an explanation of both renewal

methods.

Early (manual) renewal of annual licenses

If a client has multiple license contracts for the same product, each with a different
expiration date, you must group the licenses before starting the renewal process. See

Grouping licenses.
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When you learn that a client’s licenses are about to expire, you can begin the early renewal process

to make sure that no computers are left unprotected.

f Early renewal can be applied only to products with less than one year remaining on the

license.

Torenew alicense contract before it expires (early renewal):

* From the top menu, select Status. In the Monitoring section, click the name of the client. The

Client details page opens.

e Click the B8N icon. From the context menu, select Change licenses. A dialog box opens

where you can see the products whose licenses you want to renew

* In the Renew for field, choose the duration of the licenses that you want to assign to the

product when it expires. Click Change.

After the process is complete, the license confract updates with the new expiration date and the

corresponding number of licenses is subtracted from the license pool.

Automatic renewal of licenses

@ You cannot automatically renew security product licenses assigned fo clients you are

migrating to WatchGuard Cloud.

Partner Center allows the automatic renewal of product and module licenses assigned to clients.
This helps simplify management tasks because you do not have to confinually monitor which clients

have products with licenses close to expiring to start a manual/early renewal process.

When setting up the process, you can choose to automatically renew only the main product. When
the renewal date arrives, the product is renewed, and if there are additional services or modules,

they are automatically renewed as well.

You can automatically renew these products and modules:

e Panda Endpoint Protection

e Panda Endpoint Protection Plus

e Panda Endpoint Protection for OS X
e Panda Email Protection

e Panda Systems Management
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e Panda Adaptive Defense

e Panda Adaptive Defense 360
e Panda Fusion

e Panda Fusion 360

e Panda Patch Management
e Advanced Reporting Tool

e Panda Data Control

e Panda Full Encryption

Configuring automatic r